How well do you know your websites?
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MSN/ Instant
Messenger







E-safety -
Awareness raising session for
Parents and Carers




Communication
skills




» What are the risks?

» Technologies your children use
» Tips for protection
» Advice and help

> Questions?
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CEOP is the UK national lead agency who deal with the
sexual exploitation of children in the UK and abroad

‘ CLICK CEOP ‘ www.ceop.police.uk
| Visit ceop.police.uk www.facebook.com/ceop



http://www.ceop.police.uk/
http://www.ceop.police.uk/
http://www.facebook.com/ceop

CEOP Home - Safety Centre -
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Need immediate
help?

Do you need immediate help or
have a real emergency? If so call
999 or contact your local police
here:

In England or Wales
In Northern Ireland
In Scotland

When should | report to
CEOP?

We help children stay safe
online. Has someone acted
inappropriately towards you
online, or to a child or young
person you know? It may be
sexual chat, being asked to do
something that makes you feel
uncomfortable or someone being
insistent on meeting up. You can
report it to us below.

‘ Make a CEOP report

Other people who can help

For advice and to seek helpon a
range ofissues, from hacking to
cyberbullying, click here.




WHO CAN |

| [FIMVWORRIED® .

www.thinkuknow.co.uk
www.youtube.co.uk/ceop



http://www.thinkuknow.co.uk/
http://www.youtube.co.uk/ceop




» Unwanted contact/grooming

» Cyberbullying

» Harmful content/illegal material
» Privacy/digital footprints




CEOP

Positives, Risks and Actions
» Social networking
» Instant messaging/BBM

» Online gaming

» Mobile technology



Social Networking




Home Profile Find Friends Account v

Simone De la Tour | # Edit Profile

B Studied at preston primary # Lives in London, United Kingdom # From Versailles, France B
jorn on September 1, 1997 @ Add your current work information ¢ Edit Profile

Share: [5) Status Photo ¢ Link '3¥ Video == Question Visit Your Wall

Post status updates, questions, links,
videos and photos, or see what friends

8~ m post on your Wall.

can't wait for my pa ay tonight!

Finbar Pattinson posted a photo to your Wall,
Love to you girl on your birthday, from me

@ wall
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@] Ph

Olos Sponsored See All B
] Notes

= Arrive In Style!

& Friends

holthousecarriages. co.uk
Our fleet of cars indudes:
Rolls Royce, Jaguar,
A Daimler, Capri, Cortina,

N MGB. Call us TODAY on
01622 710804

Find Friends

Best Friends

Like * Comment * See Friendship

NEW Monkey Quest Game!
Simone De la Tour created an event. monkeyquest.com

Coworkers ) nlegglodeon  Discover anew land in an
My birthday parrrrrtay ALL NEW online game,

Tomorrow at 5:30pm create a Monkey and

Allyshack # Louise Flockhart M o¥ X
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1 + Like * Comment * Share - In Today
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Control Privacy When You Post

|

You can manage the privacy of your status updates, photos and profile info using the inline audience selector Ir

— when you share or afterwards. Remember: the people you share with can always share your information

with others, including apps. Try editing your profile to see how it works or learn more.

How You Connect

Who can look up your profile by name or contact info?

Who can send you friend requests?
Control "

This setti
doesn't hi

Who can send you Facebook messages?

Who can post on your Wall?

Who can see Wall posts by others on your profie?

Learn more

4% How You Connect
Control how you connect with people you know.

How Tags Work

Control what happens when friends tag you or your content.

|ﬂEvervnnev|

|ﬂEvervnnev|

| @ Everyone ~ | ook app that

Edit Settings

Edit Settings

Chat




Sharing personal information

Unwanted contact
Unhealthy networking
Inappropriate content

Overuse
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» Security settings need to be set to “Friends only”, that includes
- comments, posts and photos

» These “Friends” need to be people they know and trust in the
real world

» Content - Only post content and photos they wouldn't mind
showing youl!

» Try your very best to be “Friends” with your child on Facebook

» Learn how to report an issue directly to Facebook



Is my child too young to have a Facebook
account? '

X
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* Help set up their profile
* Add your email as the main contact (if possible)

* Set the privacy settings to “friends” only and ensure they are
children you know

* Show them a CEOP safety resource which outlines the risks
(www.youtube.co.uk/ceop/jigsaw)

* ‘Like’ the Click CEOP page

* Check in and keep updated
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Family Safety Center

We believe safety is a conversation and a shared responsibility among all
of us. That's why we provide the information, tools and resources you'll
find here.

eiLike [ 13,664 people like this. Be the first of your friends.

Meet The Facebook Safety Team .

L

Our Philosophy The Facebook Community Tools & Resources
Safety is an ongoing conversation among Each of us plays a role in creating a safe Learn about your account settings, safety best
everyone who uses Facebook. environment. practices and more.

> '
Parents Teachers Teens Law Enforcement
Help your teens play it safe on Learn and teach about how to use Be smart. Use good judgement Learn how Facebook works with
Facebook. social media wisely . whenever you're online. your local law enforcement,

Related Facebook Pages

Facebook Safety Page Facebook Security Page Facebook and Privacy Page @ | Lo chat (Offline)
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» Inappropriate content

» Unwanted contact

> Overuse
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Leave all gaming devices in a family space

Open up communication - talk to your child about the sites they are using and
why they like them

Explain that people lie online and they are not always who they say they are

Explain that people can be mean online and don’t always have their best interests
at heart

Ask them to never give out personal information
Set parental controls

Set time limits on how long they can game for. Allow time for non-technology
based activities and allow an hour ‘screen free’ time before bed
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PEGI (The Pan-European Game Information age rating system) was established in
2003 to help European parents make informed choices

Violence - Game contains depictions of violence

Discrimination - Game contains depictions of, or material which may
encourage, discrimination
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» Unwanted contact

» Webcam capability
» Private moments

» Usage
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» Ask your child to never accept people they don’t know and trust in the real
world

» Inform them that giving out personal information can be dangerous. They
need to treat personal information such as the school they go to or their
location like their tooth brush and not share it with anyone!

» Ask them not to webcam with people they do not know from the real world
and turn the webcam off after use!

» Teach them how to report a problem and delete people that make them feel
uncomfortable
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» Images taken and uploaded

» Location
» Personal messaging

» Usage
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» Is my child old enough to have a mobile phone? Set boundaries

» Before buying your child a mobile, find out what functions it has — Internet, private
messaging, built in applications

» Set parental controls where required

» Set mobile rules - no mobile phone in the bedroom at night, mobile free time
before bed, no use after lights out
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New site check list

What can you do? - Functions of the site or
technologies

Is there any parental information available?
How do you report a problem?

Can the account/profile be made private?
Does it have any parental controls?
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Parental controls

How can they help?

Block sites that are not age appropriate
limit inappropriate and illegal material
Set timings — automatic switch off at bedtime

Monitor activity



Report suspected online grooming — this could
sexual chat, a child being asked to do
something that makes them feel uncomfortable
or someone insisting on meeting up

www.ceop.police.uk

Peer to peer support network for young people who
are being bullied

Q 0 |
C www.cybermentors.org.uk . Ql
'ChildLine

08001111



http://www.cybermentors.org.uk/
http://www.ceop.police.uk/
http://www.ceop.police.uk/
http://www.childline.org.uk/

Simple steps to
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» | have asked my child to show me sites they use

» | have asked my child to set the security settings on all the
technologies they use

» | have asked my child to only accept people they know and trust
in the real world as online “Friends”

> | have set safe settings on our computer/laptop and set adult
content filters on my child’s smart phone

» My child has agreed to tell me if they are worried about
something online



Email:

Password:
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Welcome to CEOP's ThinkUknow
parents section!
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Internet Safety Tips

Supporting Safe Use CEOP has launched a new 10 minute drama called ‘Exposed’
Quiz Answers primarily aimed at 14 to 18 year olds.
Furiner Support ‘Exposed’ deals with the subjects of sexting and cyberbullying,
Vihere's KLAUS? issues that teenagers commonly face. Click here to see our
guidance for young people on this area and the film. We encourage you to use this new
film, and other Thinkuknow resources, as an oppertunity to talk to your children about
( R R—— W what they do online.
Advice Help Report

The internet is such an integral part of children’s lives these days. It opens up so many educational and social
opportunities, giving them access to, quite literally, a world of information and experiences.

Whether on a computer at school, a laptop at home, a games console or mobile phone, children and young people are

Clck Cever, Click ootp increasingly accessing the internet whenever they can and wherever they are.

Click CEOP
' Gustomise your browser wit As you would protect your child in the real world, you will want to make sure that they are safe whatever they are doing.
More info Like learning to cross the road, online safety skills are skills for life. If vour child understands the risks and can make
=i @mimu g sensible and informed choices onling, they can get the most from the internet and stgaeeafayybi i 2ntioylo

from those people who might seek them out to harm them.

www.thinkuknow.co.uk/parents



http://www.thinkuknow.co.uk/parents

Thank you



